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Abstract 
Every Organization uses data encryption for securing their communication. It provides data integrity, confidentiality and 
authentication. The primary goal of this paper is to combine the reversible data hiding and encryption to get maximum security. 
There are some areas like military, medical, forensic, bank, etc. which cannot compromise with any security issue. In the above 
areas both data and image are highly confidential, so no permanent distortion is acceptable. The paper proposes the algorithm 
reversible data hiding with a novel lightweight software oriented symmetric stream cipher namely A-S algorithm. The reversible 
data hiding algorithm used here produces maximum data capacity and contrast improved cover image. When applying the A-S 
encryption algorithm on the reversible data hiding process results a very good amount of security level. This new combined 
algorithm tested with two different datasets and the result shows a maximum data capacity and enhanced contrast of the cover 
image. The paper also measures another important metric of performance which results an extra ordinary result. 
© 2015 The Authors. Published by Elsevier Ltd. 
Peer-review under responsibility of the organizing committee of RAEREST 2016. 
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1. Introduction 
Nowadays communications over the internet are not secure. When we send a data to its destination we need to 
ensure its integrity, confidentiality, etc. [1]. Cryptography is the most challenging field in secure data transmission. 
Security and privacy issues of the transmitted data have become an important concern in multimedia applications.  
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The terrorist attacks have forced many organization and government agencies to re-examine their existing 
security policies and mechanisms. There are lot of cryptographic methods are tried so far for secure data 
transmission.If any unauthorized user makes an attempt to attack a communication, they are known as Attackers 
[2,3]. The attacker’s ultimate aim is to induce the confidential data from a communication. The attacker tries to 
attack the communication in many ways. So, our aim is to protect our extremely confidential or secret data from 
unauthorized users.  Several techniques are introduced to avoid these types of attacks [4,5,6]. 
The area steganography, goes to attain its importance attributable to the exponential growth and secret 
communication of potential user over the web [9]. Steganography is additionally known as hidden communication, . 
i. e, we hide (not noticeable by the human eye) our secret data into a cover object like image, audio, video, etc. The 
application area's data are secret, sensitive and extremely confidential [10,11,12,13]. Different application areas of 
Steganography are copy right of multimedia object, medical image, military communication, authentication & 
several areas associated with communication and it has currently reached at a new technology referred to as cloud. 
Steganography provide the cloud users with data confidentiality, authentication and integrity. 
2. Background 
All sectors need secure data transmissions [6,7,8].  In most cases of data hiding, the cover-object will experience 
some distortion due to data hiding and cannot invert back to the original cover object. That is, some parameter 
distortion has occurred to the cover object even after the hidden data have been extracted out. In the Reversible data 
hiding, both image and data are equally important. The Reversible data hiding method, the original cover object 
losslessly recovered after the message is extracted [14,15,16,17]. The vital technic we have a tendency to refer to as 
“Reversible Data Hiding (RDH)”, wide utilized in the areas are medical, military and law forensics, here no 
distortion of the original object is allowed. 
The Reversible Data Hiding Technique was first introduced is proposed by Z. Ni et.al. [14], which uses 
Histogram Shift (HS) method. An "image histogram" is a type of histogram that illustrate as a graphical 
representation of the pixel value distribution in a digital image. X – Coordinate represents the frequency (no. of) of 
pixels and Y – Coordinate represents the pixel values. General idea is select a cover image and generate histogram of 
the cover image. Advantage of this paper is that Computational complexity is made minimum and good PSNR value 
is obtained. And the disadvantage is that, no key is needed for data hiding so that attackers find it easy to attack and 
no protection is given for cover image. Data capacity depends on the maximum and minimum. peak point present in 
the histogram and this method can’t be applied on image having horizontal histogram. 
The author X. Zhang [15], it overcomes the short coming of Histogram Shifting (HS) and Pixel Value Difference 
(PVD) methods. At sender side, encrypt the cover image using encryption key and add the confidential data into the 
encrypted image using data hiding key. At receiver side, decrypt the cover image using encryption key and extract 
confidential data using data hiding key. In this method, first   select the cover image and encrypt the cover image 
using equation (1).   
 
 
 
 
 
 
 
 
 
 
 
The author W. Hong et.al.[17],itfocus to improve the problems of non-overlapping block method, calculating the 
smoothness of each block and did not consider the pixel correlations in the border of neighboring blocks. In this 
method, also add the result of calculated neighboring blocks smoothness value to old smoothness result. Result 
                                                                                                                  (1) 
                                                                                                                                                   (2) 
                                                                                                                                           (3) 
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decreases the error rate. Advantage of this method when compared to the previous method is that the error rate is 
minimized.  
 
 
 
The author X. Zhang et.al.[16,18], using encrypted image method the new feature is separable, i. e, if the receiver 
has only the data hiding key, the receiver can extract confidential data, receiver does not know the cover image. If 
the receiver has only the encryption key, the receiver can decrypt the original cover image, but cannot extract the 
confidential data. Advantage is getting a separate privacy for both confidential data and cover image and PSNR 
value medium. 
The author K. Ma et.al.[19], get all the advantage of all previous work. The additional feature is reserve the space 
for accommodating the confidential data before image encryption. Normally, perform vacating room after encryption 
in the previous separable scheme. Fig. 1a and b represents separable and reserving room before encryption scheme. 
 
a                                                                                 b 
 
 
 
 
 
 
 
 
 
Fig. 1. (a) Separable scheme; (b) Reversing room before encryption. 
First perform, image partition to reserve the space for accommodating the data so, rearrange the pixels using 
smoothness function. Calculate the error and generate the histogram for accommodating the data. Then perform 
image encryption using the equation (1) and hide the data into before vacating space. Here the feature, separable, ie, 
separately extracts both data and image. Advantage of this method is, good PSNR value result and security is high. 
Disadvantage, compare to other methods, the computational complexity is high [20]. 
After these conventional styles of reversible data hiding the extended version of reversible data hiding is 
introduced. The method focuses more on the enhancement of the image quality by contrast enhancement. The RDH 
with contrast enhancement method is used in this paper to improve the image contrast with high security with the 
help of a novel lightweight symmetric stream cipher namely A-S algorithm. 
3. Design Details 
The general block diagram of reversible data hiding with contrast enhancement is shown in the Fig. 2. The block 
diagram is divided into 2 main parts, one is N – round of data embedding and the another one is N – round of data 
extraction and image recovery. Take the original cover image as input and give to the data embedding phase. In the 
data embedding phase, first a preprocessing of the cover image is performed. Then adjust the gray scale value {0 – 
255} into (1 – 254) and memorize this operation and create a binary image. For the set I, change jth position value to 
1. If any change in I, then jth position of original cover image into 0 to 1 or 255 to 254. This operation is performed 
to avoid underflow and overflow. This binary image first compressed and embedded into the cover image before the 
process of data embedding. In embedding process, generate a histogram and find highest 2 peak values Is and Ir 
(Is<Ir). Then perform actual data embedding algorithm by using equation: 
                                                                                                         (5) 
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Finally embedding the two peak values into excluded last 16 pixel’s LSB. Then perform the checking of data 
which arenot completely embedded. If not, repeatedly do the above operation by number of rounds. After the data 
embedding phase will output the embed cover image. 
The data extraction phase is actually done oppositely of the data embedding. First extract two peak values from 
the last 16 bit LSBs and perform the number of round data extraction. 
 
 
 
 
 
 
Finally perform the cover image recovery phase, because in RDH both cover image and data are equally 
important. Coverimage recovery, completely recover the cover image that as same as original cover input 
image.Finally, compare both original image and recovered image, if the result is same, it means that reversible data 
hiding (RDH) is successful. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Fig. 2. Reversible Data Hiding with Contrast Enhancement Block Diagram 
 
Fig. 2 represents the reversible data hiding with contrast enhancement block diagram. The recovery of cover 
image operation performing by using equation 
 
1. Extract IS and IR 
2. If pixel < IS – 1, set pixel + 1. 
3. If pixel = IS - 1 or IS, set pixel as IS. 
4. If pixel = IR or IR + 1, set pixel as IR. 
5. If pixel > IR + 1, set pixel – 1. 
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The A-S Algorithm is an extension to OTP in which introduces user defined file as the KEY instead of generating 
the key [21]. This user selected KEY file makes the key as a variable sized one. The type of file also according to the 
user’s wish.  The user can use a text file, an image, an audio file or a video as the KEY file. The user can also use 
plain text as any type of file. All these privileges are given to the user [1]. 
Because of the key file selection is random, the no of possible substitutions increases tremendously with each 
character in the plain text. For example the character ‘a’ maybe having 256 possible substitutions. Likewise, every 
character in the file is having such 256 possible substitutions. The exact number of possible substitutions depends on 
the plain text length.A-S Algorithm produces a cipher text of the same size. A-S Algorithm can have a maximum 
possible substitution which is 256 power number of characters in the plain text [1]. 
 
ሺܵሻ௡                                                                                                                                                                     (15) 
 
Where, S represents number of substitutions possible and n represents number of characters in plain text. Input 
the file to be encrypted and the key. The key can be a file of any size according to the user’s wish. That is, the key 
file itself selected by the user. Therefore the complexity level is also picked by the user. This varies for each and 
every case because the key file is selected differently by the user. So that cryptanalysts cannot find any similarities 
with any two different cipher texts.It takes the first character of the file plain text file and the first character of the 
key file and performs an XOR operation which is encrypted as the first character of the cipher text and so on. When 
the EOF of the key file occurs, it wraps around. The operation is given by [1]: 
 
ܣ ْ ܤ݉݋݀ʹͷ͸                      (16) 
 
Here A is the plain text and B is key. Here the key file is selected by the user itself. Whenever the cracker takes 
advantage to crack the cipher text may result some meaningful message and the cracker will be obfuscated. Another 
important remark is that the key file need not to have the same length as that of MSG file, it can have smaller, larger 
or even equal to the MSG file length. This makes the encryption scheme more robust and literally unbreakable [1]. 
The pseudocode is given below [1]: 
Function convert(MSG,KEY,cipher) 
1:  while MSG!=EOF do 
2:  begin 
3:   Try to read N characters from MSG file F1 
4:   n1Å no. of characters read from F1 
5:   Try to read n1 characters from KEY file F2 
6:   n2Å no. of characters read from F2 
7:   cipher n2 characters from both F1 and F2 
8:   if n1 > n2 then 
9:    Move KEY file pointer to point starting 
10:   Move MSG file position backward from 
       current file position by n1-n2 times 
11:  endif 
12: end 
Now the Data Hiding part. With the help of a data hiding key the additional data is added or embedded with the 
encrypted image. At the receiver end he don’t know about the content of the received data. The receiver will first 
decrypt the image then extracts the additional information which is hidden in that image.  If the receiver don’t know 
the data hiding key he cannot extract the content provided by the sender. Since the A-S Algorithm uses same 
algorithm for both encryption and decryption it is very much safe, simple and faster. Fig. 3 represents the proposed 
system. It is a separable method. 
 
 
 
Fig. 3. Block Diagram of Proposed Work 
Image Encryption(A-S Algorithm) Data Hiding Image Decryption (A-S Algorithm) Data Extraction & Image Recovery 
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4. Performance Analysis and Results 
The performance analysis can be done in two phases. They are :  
1. Encryption Algorithm (A-S Algo.) Analysis Phase 
2. Embedding Data Analysis Phase 
4.1. A-S Algorithm Analysis Phase 
The performance analysis can be done with various measures. Comparison between popular algorithms are shown 
in Table 1: 
Table 1. Conversion time comparison between 3DES, IDEA, CAST-128 and A-S Algorithm. 
File Size 
(KB) 
Execution Time (ms) 
3DES IDEA CAST-128 A-S Algorithm  
50 120 49 45 2 
250 170 69 48 4 
500 232 101 73 7 
1000 412 190 96 12 
5000 1190 621 417 34 
10000 2507 1059 713 62 
 
The Fig. 4 (a) shows the conversion time required for different algorithms. In this graph it is clear that the 
proposed approach A-S Algorithm can have only a few milliseconds for a large amount of message encryption.  A 
20 character cipher takes 125,000,000,000,000,000,000 years (1.25 quadrillion centuries).Throughtput calculation in 
MBPS is done for different sized messages ranging from 0 to 15000 and it is plotted (Fig.4 (b)). 
 
a 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Fig. 4. (a) File Size Vs Execution Time (b) Message Size Vs Throughput 
 
 
b  
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4.2. Embedding Data Analysis Phase 
In this phase the authors use histogram shift method. Histogram method is easy to implement and simple. The 
computational complexity is very low. Using histogram shift method, the advantage is to get stable PSNR value. But 
the problem is that embedding data capacity is depend on the cover image that is selected. 
Histogram method processing include [14] 
1. Select cover image 
2. Generate histogram 
3. Determine minimum and maximum points. 
4. Scanning the pixels 
5. Adding or subtracting pixel value. 
Hence, the execution time of the algorithm is short. Assume the image height is M and the width is N. Then the 
computational complexity is O(3MN). 
The authors analyze the proposed algorithm with input images as Lena, Peppers, Baboon, House and Boat and the 
result are shown as a Table 2. 
      Table 2. PSNR and Payload for some images. 
Images(512 X 512) PSNR(dB) Payload(Bits) 
Lena 57 5459 
Peppers 52.5 5707 
Baboon 49.2 5484 
House 56 5503 
Boat 48.3 5546 
 
When analyzing the table we can understand that the data embedding capacity is increased on the basis of 
complex texture in the image. 
The corresponding results are shown below. Fig. 5 (a) represents the Original input image which is then 
encrypted (Fig. 5 (b)). Then the additional information is embedd to that image with the use of a data hiding key. At 
the receiver side it will then decrypted. After decryption it is extracted and the original image will be recovered. If 
the receiver is not known about the data hiding key he can not extract the data. So the data will be safe again. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Fig. 5. (a) Original Image (b) Encrypted Image 
 
a b 
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5. Conclusion 
In this paper“Encryption of Reversible Data Hiding For Better Visibility and High Security” a novel approach is 
discussed for data hiding with a lightweight symmetric stream cipher A-S algorithm. When comparing with the 
existing data hiding techniques it is found that the proposed approach is having much higher results with better 
visibility and high contrast. The approach is very fast due to its lesser number of instructions per output byte and 
provides high security. The result shows the proposed method is very efficient and well performed. The reversible 
data hiding algorithm gives maximum data capacity and better visibility. As a future work, the algorithm can be 
extended to increase the security level by a true random generator, instead of selecting key by the user. 
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